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ABSTRACT 

The rapid integration of artificial intelligence into adversarial cyber operations represents one 

of the most consequential technological shifts of the twenty-first century. This paper 

investigates the phenomenon of autonomous malware agents — self-directing, adaptive 

malicious software systems empowered by artificial intelligence modules including large 

language models (LLMs), reinforcement learning (RL), and generative adversarial networks 

(GANs) — operating in real-world network environments. Drawing on empirical incident data 

from 2024 and 2025, peer-reviewed literature, and threat intelligence reports from 

organisations such as CrowdStrike, Google Threat Intelligence, Malwarebytes, and Carnegie 

Mellon University, this paper defines the problem of autonomous malware, taxonomises its 

AI-powered components, presents a proposed research methodology for systematic study, and 

projects anticipated findings. The research demonstrates that autonomous malware agents are 

no longer confined to theoretical conjecture: confirmed incidents — including AI-orchestrated 

ransomware, polymorphic self-rewriting malware families, and LLM-directed network 

exploitation — illustrate a paradigm shift in the offensive security landscape. The paper argues 

that defenders must adopt equivalent levels of machine-speed autonomy to counter this 

emergent threat class effectively. 

Keywords: Autonomous Malware, AI-Powered Cyberattacks, Large Language Models, 

Reinforcement Learning, Generative Adversarial Networks, Adaptive Evasion, Agentic AI, 

Cybersecurity. 

1. INTRODUCTION 

Malware has historically operated within the boundaries of its creator's instructions: static code 

that executes a predetermined set of actions and relies on human operators to adapt when those 

actions fail. The emergence of artificial intelligence, and specifically of autonomous AI agents, 

has begun to dissolve this fundamental constraint. Today, malicious software can perceive its 

environment, reason about countermeasures, adapt its behaviour in real time, and pursue 

attacker-defined objectives with little or no ongoing human oversight. This represents not 

merely an incremental improvement in attack sophistication but a categorical transformation 

in the nature of cyber threats. 

The stakes are substantial. The United States Federal Bureau of Investigation reported that 

American businesses incurred losses of USD 16.6 billion attributable to cybercrime in 2024, a 

thirty-three percent increase year-on-year. Ransomware continues to be the dominant 

monetisation strategy for organised criminal groups, yet AI is dramatically accelerating the kill 
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chain. Research conducted at Carnegie Mellon University in 2025 demonstrated that an LLM-

based autonomous agent could replicate the entire attack sequence of the 2017 Equifax breach 

exploiting vulnerabilities, installing malware, and exfiltrating data without any human 

intervention in the planning loop. Concurrently, Google Threat Intelligence identified five 

novel malware families (FRUITSHELL, PROMPTFLUX, PROMPTSTEAL, 

PROMPTLOCK, and QUIETVAULT) exhibiting AI-native capabilities such as dynamic code 

regeneration and on-demand attack construction. 

This paper explores the architecture, behavior, and implications of autonomous malware agents 

in wild deployment scenarios. It is structured as follows: Section 2 defines the problem 

statement and situates the research gap. Section 3 provides a review of the relevant literature. 

Section 4 taxonomizes the AI modules that constitute autonomous malware. Section 5 presents 

the research methodology. Section 6 details the anticipated results and their projected 

significance. Section 7 discusses ethical and policy dimensions. Section 8 concludes with a 

forward-looking synthesis. 

2. PROBLEM STATEMENT 

Traditional intrusion detection systems, endpoint protection platforms, and security 

information and event management (SIEM) tools were architected around the assumption of 

relatively static malware behaviour. Signature-based and even behaviour-based detection 

methods depend on recognisable patterns. Autonomous malware agents undermine this 

assumption fundamentally: by dynamically altering their code, communication protocols, 

propagation strategies, and even their primary objectives in response to environmental stimuli, 

such agents render conventional defences increasingly ineffective. 

The central problem this research addresses can be decomposed into three interrelated 

dimensions: 

2.1 Detection Deficit 

Autonomous malware equipped with AI-driven polymorphism can modify its binary 

fingerprint continuously. PROMPTFLUX, identified by Google researchers in November 

2025, leverages the Gemini AI model to regenerate its own source code every hour, effectively 

evading signature-based detection engines. This capacity for self-mutation makes the 

fundamental unit of malware detection — the static signature — obsolete for this new class of 

threats. CrowdStrike's 2025 Threat Hunting Report noted that eighty-one percent of interactive 

intrusions were malware-free, meaning attackers increasingly rely on living-off-the-land 

techniques and AI-generated scripts that leave minimal forensic traces. 

2.2 Attribution and Intelligence Gap 

Autonomous malware agents operating without consistent human-issued commands are 

significantly harder to attribute. In conventional attack campaigns, command-and-control (C2) 

traffic, human error, and consistent tooling allow investigators to develop threat actor profiles. 

Autonomous agents, by contrast, can randomise their C2 infrastructure, mimic legitimate 

software behaviour, and make independent tactical decisions that do not reflect the stylistic 

patterns of a specific human operator. This creates a critical intelligence gap for both national 

security agencies and corporate defenders. 
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2.3 Escalating Democratisation of Advanced Attacks 

AI toolkits, including LLM-based attack orchestration frameworks and darkweb malware-

generation services, are systematically lowering the barrier to entry for sophisticated offensive 

operations. Research from the University of Tennessee at Chattanooga (2024) highlights that 

large language models have lowered the entry barrier for cybercriminals, enabling individuals 

with minimal technical expertise to conduct attacks previously requiring years of specialist 

knowledge. This democratisation effect produces a geometric expansion in the total population 

of capable threat actors, with profound implications for the scalability of future attacks. 

These three dimensions collectively define the core research problem: existing cybersecurity 

paradigms are structurally misaligned with the threat model posed by autonomous malware 

agents, and the field lacks a consolidated empirical and methodological framework for 

studying, detecting, and mitigating this class of threat. 

3. LITERATURE REVIEW 

Academic and practitioner literature on autonomous malware agents has grown substantially 

since 2022, driven by the public availability of powerful foundation models. This section 

surveys the most significant contributions and identifies the gap this research addresses. 

3.1 LLM-Driven Attack Automation 

Xu et al. (2024) introduced AutoAttacker, an LLM-guided system capable of executing 

automated post-breach cyber-attacks. The system's architecture decomposes attack automation 

into three modular LLM components: a Summariser that maintains condensed action history 

within context-window constraints, a Planner that generates specific next actions, and a 

Navigator that evaluates whether to execute the current plan or draw from a stored experience 

database. The research demonstrated that as LLMs advance, they may automate both pre- and 

post-breach attack stages, transforming cyberattacks from rare, expert-led events into frequent, 

automated operations requiring no expertise. 

Parallel work by researchers at Carnegie Mellon University (2025) demonstrated that LLMs 

embedded in a hierarchical multi-agent architecture could autonomously plan and execute the 

full Equifax breach scenario — including vulnerability exploitation, malware installation, and 

data exfiltration — within a replicated enterprise network environment, without human 

intervention in the planning loop. This research was conducted in collaboration with Anthropic 

and has been cited in multiple industry security reports. 

The concept of 'LLM meets Malware' was explored in a landmark proof-of-concept study by 

B42 Labs (2023), which demonstrated the feasibility of using LLMs to recognise infected 

environments, select optimal malicious actions, and generate code on-the-fly to achieve 

malware objectives. The study adopted an iterative code generation approach to address the 

complexity of dynamic code generation in hostile environments, establishing foundational 

concepts for subsequent empirical work. 

3.2 Reinforcement Learning-Based Malware Generation 

The application of reinforcement learning to adversarial malware generation represents a 

distinct and technically sophisticated strand of research. A 2025 survey published in 
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Electronics (MDPI) provides the most comprehensive overview to date. This work proposes a 

foundational RL-based framework for adversarial malware generation, systematically 

evaluating action space design, state space representation, and reward function construction 

across the existing literature. 

The survey identifies the AMG-IRL framework as a notable advance: by introducing inverse 

reinforcement learning into the malware generation domain, AMG-IRL enables a system to 

autonomously learn a reward function from environmental interactions, removing dependence 

on human-defined heuristics. This approach significantly improves generalisation across 

diverse evasion scenarios and represents a step toward fully unsupervised adversarial capability 

development. 

Schwartz and Kurniawati (2019) established the foundational methodology for autonomous 

penetration testing using reinforcement learning, providing the conceptual scaffolding upon 

which subsequent offensive RL research has built. Their work demonstrated that RL agents 

could navigate novel network topologies to reach designated targets without prior knowledge 

of network structure. 

3.3 Generative Adversarial Networks in Malware 

Generative Adversarial Networks have been applied both to malware generation and to evasion 

of malware detection systems. In high-profile attack campaigns documented by Goldilock 

(2024), cybercriminals utilised GANs to generate highly realistic phishing artefacts that 

circumvented conventional email filtering. BlackMatter ransomware (2024) demonstrated AI 

algorithm integration for real-time refinement of encryption strategies, enabling the 

ransomware to analyse victim defences and adapt its approach dynamically, rendering endpoint 

detection and response (EDR) tools ineffective. 

The GAN architecture introduces a game-theoretic dynamic into malware development: the 

generator continuously produces novel malware variants, while the discriminator evaluates 

whether those variants would evade detection. The adversarial training process produces 

malware that has, in effect, already been tested against realistic detection models before 

deployment. This represents a fundamental asymmetry relative to the defender's position, who 

must update detection signatures reactively after observing new samples. 

3.4 Agentic AI and Multi-Agent Attack Systems 

The emergence of agentic AI frameworks — systems in which multiple AI models collaborate, 

delegate, and coordinate toward complex objectives — introduces qualitatively new attack 

capabilities. A 2025 MIT study cited by Malwarebytes documented an AI model using the 

Model Context Protocol (MCP) to achieve domain dominance on a corporate network in under 

an hour with no human intervention, evading EDR measures through on-the-fly tactic 

adaptation. 

CrowdStrike's 2025 Threat Hunting Report documented that lower-skilled adversaries are now 

using AI to automate tasks that once required advanced expertise, including script generation 

and malware development. The report specifically identified Funklocker and SparkCat as 

malware families demonstrating GenAI-built construction. Cloud intrusions increased by one 
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hundred and thirty-six percent in the first half of 2025 compared to all of 2024, reflecting the 

expanded attack surface created by cloud-hosted AI services. 

3.5 Research Gap 

Despite the breadth of existing work, the literature lacks a unified empirical framework that: 

(a) systematically classifies the AI module types present in wild-deployed autonomous 

malware; (b) maps the interaction between these modules and the stages of the MITRE 

ATT&CK framework; (c) proposes and validates detection methodologies specifically 

calibrated for AI-native polymorphism; and (d) evaluates countermeasure efficacy across 

adversarial AI capability levels. This research paper addresses that gap. 

4. TAXONOMY OF AI MODULES IN AUTONOMOUS MALWARE AGENTS 

A central contribution of this research is a systematic taxonomy of the AI module types that 

constitute autonomous malware agents. Each module type confers specific capabilities and 

poses specific detection challenges. The taxonomy presented here is derived from analysis of 

documented incidents, academic literature, and threat intelligence reports. 

4.1 Large Language Model (LLM) Orchestration Modules 

LLM orchestration modules serve as the cognitive core of advanced autonomous malware 

agents. They enable the malware to reason about its environment in natural language terms, 

parse system outputs, generate commands, and adapt its plan of action based on observed 

results. LLMs are particularly powerful in attack orchestration because they can translate high-

level attacker objectives — expressed as natural language goals — into specific technical action 

sequences without requiring pre-coded logic for every possible environmental state. 

Key capabilities conferred by LLM orchestration modules include: 

• Multi-step attack planning: the ability to sequence actions across reconnaissance, initial 

access, privilege escalation, lateral movement, and exfiltration phases of the kill chain 

without human supervision 

• Environment comprehension: parsing system responses, error messages, and network 

topology information to update attack strategy 

• Adaptive evasion: generating novel obfuscation code or altering communication patterns 

when detection signals are observed 

• Jailbreak resilience: advanced autonomous agents incorporate techniques to circumvent 

their own safety constraints, enabling self-modification of operational instructions 

The AutoAttacker framework (Xu et al., 2024) exemplifies LLM orchestration through its 

Summariser-Planner-Navigator architecture, demonstrating that modular LLM coordination 

can sustain complex attack sequences across varied enterprise network environments. 

PROMPTFLUX, in the wild, demonstrates operational LLM orchestration by leveraging 

Gemini to rewrite its own source code hourly. 

4.2 Reinforcement Learning (RL) Decision Modules 

Reinforcement learning modules equip autonomous malware with the capacity to learn optimal 

action policies through iterative interaction with target environments. Unlike LLM modules 

that rely on pre-trained knowledge, RL modules accumulate experience within a specific 

deployment environment, continuously refining the malware's decision-making to maximise a 
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reward function — which in adversarial contexts is typically defined as achieving attacker 

objectives (data exfiltration, encryption completion, persistence) while minimising detection 

probability. 

The RL module architecture for autonomous malware typically comprises: 

• State space: a representation of the current network environment, including host 

configurations, user privileges, security tool signatures, and previous action history 

• Action space: the set of available malicious operations, ranging from credential harvesting 

to lateral movement commands to payload delivery 

• Reward function: a quantitative signal rewarding objective achievement and penalising 

detection events 

• Policy network: a neural network mapping states to actions, updated through experience 

The AMG-IRL framework advances this paradigm by replacing manually engineered reward 

functions with inverse reinforcement learning, enabling the malware's reward model to be 

inferred directly from environmental observations. Gartner (2025) projects that AI agents will 

reduce the time to exploit account exposures by fifty percent by 2027, a figure consistent with 

the efficiency gains demonstrated in RL-based malware research. 

4.3 Generative Adversarial Network (GAN) Polymorphism Modules 

GAN-based polymorphism modules address the most persistent challenge in malware 

deployment: evading signature-based and behaviour-based detection. The GAN architecture 

— comprising a generator network that produces malware variants and a discriminator network 

trained on detection system behaviour — creates a closed-loop adversarial optimisation process 

that produces variants maximally suited to evade the detection environment. 

In documented deployments, GAN modules have been applied to: 

• Executable obfuscation: generating binary variants that maintain functional equivalence 

while altering byte-level signatures 

• Social engineering content: producing spear-phishing emails and deepfake voice content 

that evades human and automated filtering (CrowdStrike recorded a 442% increase in AI-

generated voice phishing in the second half of 2024) 

• Network traffic camouflage: generating communication patterns that mimic legitimate 

traffic baselines to evade anomaly detection 

4.4 Graph Neural Network (GNN) and Knowledge Graph Modules 

Graph Neural Network modules enable autonomous malware to model complex relational 

structures within target environments, particularly enterprise network topologies and 

permission hierarchies. By representing the network as a graph of nodes (hosts, services, users) 

and edges (connections, trust relationships, permissions), GNN modules allow malware to 

identify optimal lateral movement paths, high-value targets, and privilege escalation routes that 

would be difficult to identify through linear enumeration. 

Knowledge graph modules serve a complementary function: they allow the malware agent to 

accumulate structured knowledge about the target organisation during the reconnaissance 

phase — correlating information from Active Directory structures, network scans, and captured 

credentials — to build an exploitable model of the organisation's digital architecture. 
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4.5 Natural Language Processing (NLP) Social Engineering Modules 

NLP modules dedicated to social engineering represent the primary mechanism by which 

autonomous malware achieves initial access. By processing public data sources — social media 

profiles, corporate websites, email threads captured during earlier compromises — these 

modules construct hyper-targeted phishing communications that mimic the linguistic style and 

operational context of trusted individuals. 

The University of Tennessee study (2024) documents how LLMs can process large datasets 

scraped from public sources to create phishing messages that exploit specific personal or 

organisational details. Combined with deepfake voice synthesis, NLP social engineering 

modules enable fully automated, personalised vishing campaigns. The 2026 Arup deepfake 

incident, in which an employee transferred twenty-five million USD after a video conference 

populated entirely by AI-generated deepfakes of corporate officers, illustrates the catastrophic 

potential of these capabilities in operational deployment. 

5. RESEARCH METHODOLOGY 

This research adopts a mixed-methods design integrating systematic literature review, threat 

intelligence analysis, controlled laboratory experimentation, and quantitative evaluation of 

detection countermeasures. The methodological framework is structured across four sequential 

phases. 

5.1 Phase 1: Systematic Literature Review and Threat Intelligence Synthesis 

The first phase constitutes a comprehensive review of academic publications, industry threat 

reports, and government cybersecurity advisories published between January 2022 and March 

2026. Source selection follows the PRISMA (Preferred Reporting Items for Systematic 

Reviews and Meta-Analyses) protocol, with inclusion criteria specifying: (a) peer-reviewed 

publication or publication by a recognised threat intelligence organisation; (b) primary focus 

on AI-assisted or autonomous malware capabilities; and (c) inclusion of either empirical 

evidence or documented incident data. 

Threat intelligence sources to be systematically reviewed include annual reports from 

CrowdStrike, Malwarebytes, Darktrace, IBM X-Force, and Google Threat Intelligence, as well 

as regulatory and government publications from CISA, NCSC (UK), ENISA (EU), and NIST. 

This phase will produce a consolidated taxonomy of documented autonomous malware 

incidents, classified by AI module type, targeted sector, attack phase, and detection outcome. 

5.2 Phase 2: Laboratory Environment Construction and Agent Deployment 

The second phase constructs a controlled laboratory environment replicating a representative 

enterprise network architecture for the purpose of deploying and observing autonomous 

malware agent prototypes. The laboratory environment will comprise: 

• A virtualised network of twenty to thirty hosts running representative operating systems 

(Windows Server 2019, Windows 10, Ubuntu 22.04 LTS) 

• Enterprise security tooling including a commercial EDR solution, network intrusion 

detection system (IDS), and SIEM platform 

• Intentionally configured vulnerabilities corresponding to the MITRE ATT&CK 

framework's most commonly exploited techniques 
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• Full network traffic capture infrastructure using Zeek and Wireshark 

Within this environment, prototype autonomous malware agents will be deployed at three 

capability levels: (L1) LLM-only orchestration without adaptive evasion; (L2) LLM 

orchestration combined with RL-based decision optimisation; and (L3) full integration of LLM 

orchestration, RL optimisation, and GAN-based polymorphism. This graduated deployment 

design enables attribution of specific capabilities to specific AI module types and facilitates 

controlled measurement of detection difficulty as a function of autonomous capability level. 

Ethical safeguards are strictly enforced: all experiments are conducted within an air-gapped 

laboratory network with no internet connectivity, all prototype agents are developed for 

research purposes only and will not be released, and the experimental protocol has received 

institutional ethics board approval. 

5.3 Phase 3: Detection Countermeasure Development and Evaluation 

The third phase develops and evaluates detection countermeasures specifically calibrated for 

autonomous malware agents. Four countermeasure categories will be systematically evaluated: 

• Behavioural anomaly detection using deep learning: training recurrent neural networks and 

transformer models on baseline network behaviour to detect the statistically unusual action 

sequences characteristic of autonomous agents pursuing goal-directed objectives 

• LLM query pattern analysis: monitoring host-level API calls for signatures consistent with 

LLM inference requests, which autonomous malware must initiate when using externally 

hosted models 

• Polymorphism-resistant detection: applying graph-based code analysis to identify 

functional similarity between malware variants that differ at the byte level 

• Zero Trust Architecture enforcement: implementing NIST SP 800-207 Zero Trust 

principles to constrain the movement and privilege escalation capabilities of autonomous 

agents within the network 

Each countermeasure will be evaluated against the three malware capability levels defined in 

Phase 2, measuring: true positive detection rate, false positive rate, mean time to detection, and 

countermeasure evasion rate for agents specifically trained to avoid each detection strategy. 

5.4 Phase 4: Quantitative Analysis and Framework Development 

The fourth phase synthesises experimental findings into a quantitative detection efficacy model 

and a prescriptive defensive framework for organisations. Statistical analysis will apply 

receiver operating characteristic (ROC) curve analysis to characterise detection performance 

across countermeasure types, regression modelling to identify the AI module combinations 

most predictive of successful evasion, and comparative analysis of detection improvement as 

a function of defensive autonomy level. 

The output of Phase 4 will be the Autonomous Malware Detection Framework (AMDF): a 

structured, evidence-based set of architectural recommendations enabling organisations to 

calibrate their defensive capabilities to the autonomous threat level present in their specific 

operational environment. 
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6. ANTICIPATED RESULTS AND EXPECTED CONTRIBUTIONS 

Based on the evidence reviewed in the literature and the experimental design outlined in 

Section 5, the following results are anticipated from this research. These projections are 

grounded in current empirical trends and do not represent speculative forecasting. 

6.1 Detection Failure of Legacy Tooling 

Legacy signature-based and rule-based detection tools are expected to exhibit critically low 

true positive rates against Level 2 and Level 3 autonomous agents. The self-modifying 

capability demonstrated by PROMPTFLUX — rewriting its source code hourly using AI — 

implies that signature databases updated on daily or weekly cycles will be structurally unable 

to maintain detection coverage. Preliminary evidence from Google's November 2025 findings 

supports this projection: novel AI-built malware families were observed operating in the wild 

for extended periods before identification, precisely because their AI-driven code mutation 

prevented signature accumulation. 

Expected quantitative finding: conventional EDR solutions will detect fewer than thirty percent 

of Level 3 autonomous agent actions without supplementary AI-native detection layers. 

6.2 RL-GAN Synergy Produces Maximum Evasion 

The combination of reinforcement learning optimisation with GAN-based polymorphism is 

expected to produce the highest evasion rates observed in the experimental series. The 

theoretical basis for this prediction is that RL enables the agent to learn which actions trigger 

detection events, while GAN polymorphism modifies the agent's code to reduce detection 

signals for those specific actions. The two modules operate on complementary dimensions — 

behavioural strategy and code appearance — creating a dual-axis evasion capability that 

simultaneously targets both behaviour-based and signature-based detection. 

Expected quantitative finding: L3 agents combining RL and GAN modules will achieve 

evasion rates sixty to eighty percent higher than L1 LLM-only agents against unmodified 

enterprise security tooling. 

6.3 Behavioural AI Detection Achieves Best Performance 

Among the countermeasure categories evaluated, deep learning-based behavioural anomaly 

detection is expected to achieve the highest overall detection performance against autonomous 

agents. This prediction follows from the characteristic property of autonomous agents: despite 

their ability to modify individual tactics and code signatures, the goal-directed nature of their 

operation produces statistically distinctive action sequences — sustained, purposeful 

progressions toward specific objectives — that differ from both legitimate user behaviour and 

conventional malware. 

Expected quantitative finding: transformer-based behavioural detection achieves detection 

rates of seventy to eighty-five percent against Level 3 agents, compared to below thirty percent 

for signature-based methods, with manageable false positive rates under five percent. 
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6.4 Democratisation Effect Quantified 

Experimental evaluation of accessible LLM-based attack orchestration tools — tools that 

require no programming expertise to operate — is expected to demonstrate that non-expert 

operators can achieve attack success rates previously attainable only by advanced persistent 

threat (APT) actors. This finding will provide empirical quantification of the democratisation 

effect described qualitatively in the existing literature. 

A secondary finding in this dimension concerns attack speed: autonomous agents are expected 

to reduce mean time to privilege escalation from hours (for skilled human operators) to 

minutes, consistent with CrowdStrike's observation that one adversary group moved from 

initial access to ransomware deployment in under twenty-four hours in 2025. 

6.5 The Autonomous Malware Detection Framework (AMDF) 

The primary practical output of this research — the AMDF — is anticipated to provide 

organisations with a tiered, evidence-based defensive architecture that addresses autonomous 

malware at each capability level. The framework is expected to demonstrate that: 

• Organisations facing Level 1 (LLM-orchestrated only) threats can achieve adequate 

detection through advanced behavioural analytics and LLM query monitoring 

• Level 2 threats require the addition of Zero Trust micro-segmentation to constrain the 

lateral movement capabilities that RL optimisation enables 

• Level 3 threats require fully autonomous, AI-native defensive agents capable of operating 

at the same machine speed as the attacking agents — consistent with the principle 

articulated by XBOW (2025) that autonomous offense demands autonomous defense 

The AMDF is also expected to identify the critical insufficiency of current organisational 

readiness: Darktrace research indicates that forty-five percent of CISOs report unreadiness for 

AI-powered threats and fifty percent of security professionals distrust legacy tools to detect AI-

driven attacks. The framework will provide a structured pathway from this unreadiness toward 

operational resilience. 

7. ETHICAL AND POLICY DIMENSIONS 

Research into autonomous malware agents carries inherent dual-use risk: the knowledge and 

tools developed to understand and defend against autonomous malware can, in principle, 

accelerate offensive capability development. This research manages this risk through strict 

laboratory containment, ethics board oversight, and a policy of not publicly releasing prototype 

agent code. 

The regulatory landscape is evolving to address the autonomous AI threat environment. The 

European Union's AI Act (Regulation 2024/1689) classifies AI systems that could impact 

critical infrastructure security as high-risk, requiring transparent operation, human oversight 

mechanisms, and robust testing before deployment. In the United States, CISA's strategic 

frameworks explicitly integrate AI into critical infrastructure defence planning, while NSM-10 

and Executive Order 14028 mandate real-time cryptographic inventorying to strengthen 

national cybersecurity architecture. 

The rise of non-human identities (NHIs) — the API keys, service accounts, and authentication 

tokens that autonomous agents use to interact with enterprise systems — presents a specific 
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governance challenge highlighted by the World Economic Forum in 2025. Many organisations 

have inherited over-permissioned service accounts with sensitive credentials written into code 

and inactive certificates unmonitored across environments. Autonomous malware exploiting 

these NHI hygiene failures can escalate privileges and move laterally without triggering 

conventional malware detection, because no malware code is involved. Policy frameworks 

must explicitly address NHI governance as a foundational component of autonomous agent 

defence. 

This research advocates for a principle of proportionate automation in defensive cybersecurity: 

as offensive autonomy increases, defensive architectures must incorporate equivalent levels of 

autonomous response capability, calibrated by human-in-the-loop oversight mechanisms that 

preserve accountability without sacrificing the speed advantage that automation provides. The 

goal, articulated by the Medium analysis of 2025, is a vision where the same algorithms that 

write malware can also detect and counter it — where advanced technology and human 

ingenuity co-evolve. 

8. CONCLUSION 

Autonomous malware agents represent a fundamentally new class of cyber threat, 

distinguished from conventional malware by their capacity for self-directed reasoning, 

environmental adaptation, and objective-driven operation across the full attack lifecycle 

without sustained human supervision. This paper has documented the empirical evidence for 

their emergence in wild deployment — from PROMPTFLUX's hourly self-rewriting to MIT's 

AI achieving domain dominance on a corporate network in under sixty minutes — and has 

synthesised this evidence into a structured research programme. 

The taxonomy of AI modules presented in Section 4 — encompassing LLM orchestration, 

reinforcement learning decision modules, GAN polymorphism, GNN topology modelling, and 

NLP social engineering — provides the conceptual architecture necessary for structured 

empirical investigation. Each module type confers specific offensive capabilities and implies 

specific defensive countermeasure requirements. No single detection approach is sufficient; the 

AMDF proposed in Section 6 reflects the necessity of layered, AI-native defensive 

architectures. 

The most urgent implication of this research is temporal. The autonomous vulnerability-

reporting agent XBOX topped HackerOne's leaderboard in 2025, becoming the first AI model 

to do so, while operating at eighty times the speed of manual security researchers. Cybercrime 

revenues already exceed USD 8 trillion annually. The window for proactive defensive 

adaptation is open but closing. Organisations that adopt AI-native detection, Zero Trust 

architecture, and autonomous defensive agents now will establish a security posture capable of 

competing in the machine-speed adversarial environment that is already materialising. 

Future research directions stemming from this work include: empirical evaluation of AI-versus-

AI defensive scenarios; longitudinal tracking of autonomous malware capability evolution 

against advancing LLM generations; cross-sector risk stratification for critical infrastructure 

protection; and the development of international policy frameworks governing the deployment 

of autonomous offensive AI capabilities in state-sponsored operations. 
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